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EXECUTIVE SUMMARY

This document presents the SEQURE protocol.

SEQURE Protocol

Specification and description of the Secure QKD Key Relay Protocol designed by the
Lux4QCI consortium.
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AES Advanced Encryption Standard

API Application Programming Interface
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VNF Virtual Network Function

- Cho-funded by
the European Union Page 8 of 43 © 2023-2026 LUX4QCI Consortium



&
21 x4QCl
/A

LUX4QCI | D3.3 - SDN/NFV-based network-level and system level simulator | Public

1 SECURE QKD KEY RELAY PROTOCOL (SEQURE)

1.1 SDN AND NFV LIMITATIONS IN QKD

The adjunction of SDN and NFV to the QKDN architecture enables unprecedented flexibility
in the network. The primary purpose of QKDN is to distribute encryption keys to distant
peers securely and act as a Quantum Key Management System (KMS) for the network by
providing (at its best) unconditional security. To that extent, pools of keys must be available
for all users in the network at any time. Unconditional security means that for 1 bit of useful
data to transmit, 1 bit of Secure Key Rate (SKR) must be consumed, which, given the current
ratio between the average user throughput and the SKR (Gbit/s vs. Kbit/s), is not possible.
Even with the latest advances in state-of-the-art QKD technology [8] (SKR of 100 Mbit/s),
unconditional security cannot be met. If so, traditional symmetric encryption algorithms such
as Advanced Encryption Standard (AES) must be used to ensure secure communication
between users without service interruption. On top of using traditional encryption algorithms
for secure communication, QKD keys must be rotated often.

Within large-scale QKDN, service requests depend on several parameters, such as the
amount of data to be transmitted, the expected security level, or the users' location. All these
parameters will result in many QKD keys being consumed at two or more nodes on the
network. These nodes may not have enough QKD keys in their pool, so it is necessary to
ensure that the pools always have a sufficient number of QKD keys by deploying proactive
measures.

It is possible to relay keys from existing pools to other pools to avoid QKD key depletion using
multiple relay methods. SDN and NFV can help improve the overall process with more flow
management efficiency and secured VNFs for QKD key storage in PoPs. However, none of
the existing protocols fulfill all the requirements for an efficient, secure, and successful QKD
keys relay:

e Relay keys using the direct, central, hop-by-hop method [9] as well as newly
defined segment routing and multipath relay;

e Secure end-to-end key relay between nodes of the same QKDN domain;
e Secure end-to-end key relay between nodes of different QKDN domains;
e Support the QKDN hierarchical, distributed, and hybrid architectures;
In order to successfully relay keys, operate QKDNs, and meet all the requirements

mentioned above, we have developed the Secure QKD Key Relay Protocol (SEQURE) SDN
protocol. It is dedicated to orchestrating keys across the entire QKDN.

1.2 WHY SEQURE?

In the current State-of-the-art QKDN, SDN is used exclusively to control the overall QKDN
and interface with other networks [13, 14]. Its primary purpose is to ensure good coordination
between different QKDN domains and within the QKDN domain flow. The ITU standard
assumes that QKDN supports a full-optical data plane and leverages SDN to build virtual
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QKDN on a single physical quantum infrastructure. The ETSI standard tries to achieve a
similar purpose to SDN and adds the orchestration role within the SDN controller at the
QKDN domain. One fundamental aspect missing in the standards is the means used to
communicate over the infrastructure. Recommendations are stated regarding the security
need at the communication level, but implementing this recommendation still relies on
traditional encryption protocols such as IPSec. Another missing part is the protocol for
securely relaying keys between QKD nodes. Different relay methods have been studied,
each with its own benefits and drawbacks. So far, no dedicated protocol has been defined to
implement all of these relay methods securely (usually KMS to KMS communication). QKD
Vendors usually provide their own proprietary implementation of key relaying, which requires
middleware software to ensure interoperability with other QKD providers or even another
KMS system on top of existing systems to uniformize the key relay. The first or second
solution adds substantial overhead and costs. It introduces vulnerabilities to the global QKD
system, which needs to be minimized, primarily due to the critical level of the QKD system
and the services it should provide. Recently, ETSI has been working on a KMS-to-KMS
protocol to relay key [15], yet to be released.

The SEQURE protocol has been defined to leverage the existing SDN infrastructure and
securely relay keys between QKD nodes in a standard manner. Moreover, SEQURE could
be used to secure the SDN control channel throughout the QKDN. It is based on simple,
short and secure messages, relying mostly on the XOR operation.

The protocol is described as follows:

e Terminology used to describe the protocol is given in Section 1.3

The protocol architecture is given in Section 1.4, along with a detailed description.
e Description of the authentication between QKD nodes is given in Section 1.5.

e Encryption and signing of SEQURE packets is detailed in Section 1.6.

e The Collision avoidance mechanism is detailed in Section 1.7.

e The Key Relay procedures, control and data messages are given in Section 1.8.

e The Limitations of SEQURE are described in Section 1.9.

1.3 TERMINOLOGY

The following terms are frequently used:
Control node

A peer that acts as a controller of the network and sends instructions to other peers for
probe/relay procedures.

Distant peer

A peer that is at least two peers away from another peer and has no direct physical link.

- Co-funded by .
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Destination peer

A peer that receives requests from a source peer.

Forwarding node

A peer acting as a forwarding node, reading the instructions sent by a control node and
executing them.

Inconsistent key pool

A key pool that is not synchronized between peers.

Initiator

The first peer initiating a probe or relay procedure.

Instruction

An instruction to be executed by a peer.

Key

A securely exchanged key between two peers.

Key Identifier (KID)

The unique identifier of each key exchanged between peers.

Key pool

A set of keys stored inside a peer.

Network operator

An entity responsible for operating the network where the SEQURE protocol will be deployed.
Peer

A network node that has a point-to-point link with another network node.
Relay method

A specific method to securely relay keys between peers.

Request rate

The number of key requests per second generated in the network.
Source peer

A peer that initates a connectivity with another peer
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Switch

The SEQURE forwarding plane architecture of a peer.

1.4 PROTOCOL ARCHITECTURE

The SEQURE protocol is designed to relay symmetric keys between KM peers efficiently and
securely. It is optimized to accommodate the challenging constraints of QKDNs but can be
applied in other contexts with relaxed constraints. The following conditions must be met for
the protocol to operate securely:

e Peers must be constantly exchanging symmetric keys and stored in key pools.

e Key pools must be synchronized, i.e., the same key object must be present within the
key pool of each peer.

e A unique identifier must be associated with each secret and key.
e Peers must already have a pool of preshared keys before establishing the SEQURE link.
e An interface to request keys from lower layers must exist.

All these conditions are met in the QKD context in which BB84like protocols are used to
exchange keys in a pointtopoint secure manner between QKD modules at the quantum layer.

SEQURE is thought to be SDN compatible, enabling network programmability for encryption
with a global network controller, and also be compatible with distributed architecture where
the control plane is distributed across all nodes (e.g., OpenShortest Path First (OSPF)).
Figure 1 shows the different architectures supported by SEQURE.

Each network peer has a unique identifier and acts as a forwarding or control node
simultaneously to initiate probe/relay procedures. The choice of architecture depends on the
usecase of the network operator and might influence the protocol deployment. Messages
exchanged by peers could be of the type:

e AUTHENTICATION: Control messages to mutually authenticate peers before entering a
CONNECTED state.

e PROBE: Control messages are sent to gather the status of pools within nodes and verify
that a relay procedure can be executed.

e RELAY: Forwarding plane Messages sent to relay keys between distant peers.

SEQURE messages are represented using the widespread JavaScript Object Notation
(JSON) [10] standard. Message specifications can be found in Appendix B. The messages
can be transported by any type of protocol that supports encapsulating raw binary data and
handling segmentation, such as Transmission Control Protocol (TCP) or even application
protocols such as Hypertext Transfer Protocol (HTTP).

- Co-funded by .
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Figure 1 - SEQURE Architecture
The protocol operates in multiple phases:
e Bootstrap: after the successful point-to-point physical link establishment between peers,
an authentication procedure is triggered between peers. Peers mutually authenticate

each other to enable further exchanges and agree on security parameters for
communication.

e Operation: the protocol operates and provides full-fledged features to orchestrate the
network and relay keys.

e Termination: the peers terminate the protocol communication, releasing all resources.

The protocol can be represented in a finite state machine as defined in Figure 2:
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sequre<relay-ready> /sequre<probe-ready>

Figure 2 - SEQURE Finite State Machine

This state machine efficiently represents the SEQURE protocol during its operational phases.
The protocol is based on peer-to-peer connectivity between direct QKD nodes and
neighbors. First, the protocol must initialize the communication and authenticate it with the
QKD node. After the physical point-to-point link establishment and the configuration of the
protocol at both ends, one of the peers initializes the authentication procedure using QKD-
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CHAP to authenticate and negotiate keys with the other peer (AUTHENTICATION, then
KEY_NEGOTIATION states). If the authentication succeeds, the protocol switches to the
CONNECTED state, and the QKD node is ready to generate SEQURE messages. Each peer
is now able to receive messages, unpack them (UNPACK), parse them (PARSE), and,
based on their type, take actions (RELAY or PROBE state). If the received message is a

A

N

R
QCl

relay message, the peer will then execute all the instructions embedded within the message;

otherwise, it answers the probe request. At any point in time, peers can request to

renegotiate encryption and signing keys to keep a consistent level of security.

} Implementation Location of SEQURE

Compute Server

SDN-DC Controller

Path

Calculation M&"';ml'"g
Module odule ]
Key ; ;
Distribution Seauriy || 4
Module odule

Control PI:
Compute Server
: L SDN Switch D !
: :
3 Secure Encryption Key Manager Key ‘ d
i LApp ication (KM) VNF :
L Control Plane traffic
| Key Manager (KM) | ;
| QKD Module |
Control PoP
Encrypted Dataplane traffic
/\l/—\ ontrol Plane Traffic
T
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| Key - Key i
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""""""""""""""" QKD Device " akopeviee
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| QKD Module }—-— Quantum + Classical QKD Module | i
PoP-1 PoP-n

Figure 3 - Integration of SEQURE into existing architecture

The SEQURE protocol can be implemented within various components of the architecture:

e SDN Switch: It can be implemented directly within the SDN switch, linking all the QKD
nodes and the SDN controller. The networking layer will then handle all the key routing
and relaying aspects, thus offloading the other layers from this repetitive task. However,
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modifying the SDN switch software could require considerable effort as it only supports
limited protocols such as OpenFlow.

e Key Manager: It can also be implemented by the key manager of each QKD node. This
would make more sense as the key manager is responsible for the key management
lifecycle and the relay operation. However, this would add another level of complexity as
a global key manager orchestrator must be deployed within the QKD domain.

e Dedicated Network Function: it would also be possible to integrate SEQURE in a
dedicated network function (would be the analog of an SDN switch but only for key
relay). This option could be beneficial for research infrastructure. However, it will not be
efficient in a more constraints environment as it will add additional components to the
architecture (either physical or virtual; in the figure, it is represented as a VNF); thus,
management and orchestration only for the key relay and routing operation.

1.5 AUTHENTICATION PROCEDURE AND KEY NEGOTIATION

An effective mechanism is used between peers to authenticate and secure the initial
communication. The procedure is derived from the ChallengeHandshake Authentication
Protocol (CHAP) [11] protocol and is enhanced into QKDCHAP:

1. After the physical point-to-point link establishment, one of the peers initiates the
authentication procedure and sends a “challenge” ¢ of 256 bits alongside the Key
Identifier (KID) of K, to the destination peer. The KID is One Time Pad (OTP)
encrypted using a preshared key K;, and the KID of this latest key is also sent in
clear text.

2. The destination peer retrieves the encrypted challenge, the encrypted KID of K,
as well as the identifier of K; .

3. The destination peer decrypts the KID of K, using K;, and uses a oneway hash
function to compute c;=hash(c+K,) and send the result to the source peer.

4, The source peer compares cd against its own calculation c;=hash(c+K,). If values
match, the peers will be mutually authenticated; otherwise, the connection must
be terminated.

5. New keys K, and K; are selected for further message encryption and signing.
6. New keys K, and K; are selected and used for OTP encryption of the KIDs of Ke
and Ks.

7. The source peer sends the encrypted KID of {(K}, K;) and the KIDs of {(K},K;)
alongside the chosen encryption and signature protocols for further exchanges.

8. The source peer regularly challenges the destination peer again by repeating
steps 1 to 7. In a low SKR environment, the number of times the steps are
repeated should be kept to a minimum but should be sufficient to ensure secure
communication.

- Co-funded by .
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Protocol specification can be found in Appendix A.

1.6 ENCRYPTION AND SIGNING

All SEQURE messages are encoded, encrypted, and signed before being sent to the peer to
provide confidentiality and authenticity. Similarly to what is achieved in the JSON Web Token
(JWT) standard [12], the process is modified to take benefit of QKD as follows:

1.

The message is encrypted using the K, key and the negotiated encryption
protocol.

A signature is computed based on the K key using a robust HMAC function
(negotiated with QKD-CHAP).

The encrypted message is encoded in base64.
The security information is encoded in base64.

The encoded message and the security information are concatenated and sent to
the peer.

The destination peer verifies the signature using K and, if successful, deciphers
the message content using K,. Both key identifiers have already been exchanged
and agreed upon in the QKD-CHAP; therefore, they do not need to be written in
the message.

‘ source ‘ ‘ destination ’

c,enc(KID(K), Ky), KID(K,) |

>
|

' QKD-CHAP-REQ <

| compute Cd

QKD-CHAP-RES < Cd >

Cs

| compute and compare with Cd

|_alt / [hashes matches)

. QKD-CHAP-SUCCESS<>

' QKD-CHAP-KEY-NEG < K., K,

|
>

- CHAP-KEY - NEG - SUCCESS 1

.................................................................................................................................

[hashes do not match]

| QKD-CHAP-FAILURE <>

|y

‘ source ‘ destination

Figure 4 - QKD-CHAP Authentication Flow

A detailed example of the encryption and signing procedure is given in Appendix B.
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1.7 COLLISION AVOIDANCE

During parallel key relay procedures, peers might get desynchronize, and pools of keys
might get in consistent. An example of a key relaying process that will desynchronize peers
is shown in Figure 5.

K | K

e
2 O

Figure 5 - Key Collision on peers 3 and 4

Two concurrent requests R, and R, with respective paths 1,3,4,6 and 6,4,3,2. Peers 3 and 4
are common to both requests, and the same key K, might be used by both peers for R, and
R1 at the same time. 3 will receive the R, request and select K, as the key to relay and, at
the same time, 4 will select K, upon receiving the R; request. This will lead to a collision with
the key relay procedure being a failure with the need to resynchronize peers. A collision is an
event that occurs when the same key is selected by two peers simultaneously for two
different requests. The reason is that the key consumption operation is local to each peer.
One way to mitigate this event is to select keys from each local pool randomly. The collision
probability will decrease as the number of keys in the pool increases. Thus, it will help reduce
the collision probability and mitigate the event without completely avoiding it.
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We have simulated the example topology to evaluate the collision occurrence on peers 3 and
4. Both peers constantly exchange keys with an SKR of 1 with a constant request rate of 1
between nodes (1,5) and nodes (6,2). Each peer, upon receiving the request, randomly
picks one key of its local pool and uses it for the request. If both peers choose the same key,
a collision is detected. Figure 5 shows the result of the collision in function of the key pool
size, and Table 1 summarizes the collision rate values.

Table 1 - Collision occurrence

Key Pool Size | 25 50 75 100 | 125 | 150 | 175 | 200 | 225 | 250

(T I[ETCLEGZM 100 | 3.66 | 2.13 | 1.26 | 1.18 | 0.74 | 0.73 | 0.57 | 0.5 | 0.41 | 0.0044

As we can see, the collision rate decreases quickly and tends to zero when the key pool size
increases. In QKDNSs, key pool sizes increase and decrease based on the SKR and the relay
request in addition to the relay request. It also depends on the encryption type, which will
determine how often encryptors need to rotate keys. As the result shows, when the key pool
size exceeds 100 keys, the collision rate drops below 1%, which is still a high value
regarding QKDN reliability. In a large-scale QKDN, with multiple requests in parallel, this
could rapidly lead to a massive Distributed Denial of Service (DDoS) and completely shut
down the network. Even if, in practice, the number of requests cannot exceed the key pool
size, collision detection and resolution imply implementing multiple timeouts and either
discarding the collided keys or recovering them in a complex process. In both scenarios,
relay time will be increased, and the global network reliability will be significantly diminished.

Therefore, SEQURE uses the master-slave paradigm to synchronize the key consumption
operation and prevent any type of collision. One peer is set as the master and the other peer
as the slave. The master-slave relationship is either dynamically negotiated or manually
configured on peers and exchanged during the QKDCHAP handshake (Section 4.4).
Whenever the slave peer needs to extract a key from its pool, the following procedure is
triggered:

1. The slave randomly selects a KID from its available key pool and sends the KID to
the master.
2. The master, after receiving the key consumption request, checks if the key

associated with the KID is available for extraction.

3. If the KID is valid and available, the master answers with the same KID;
otherwise, it randomly selects an available KID and answers to the slave. Before
sending the response to the slave, the master extracts the key associated with the
KID and saves it for further use.

4. After receiving the response, the slave extracts the key associated with the KID
sent by the master and processes it according to its instructions. There is no need
to send a final acknowledgment to the master as this final step precedes the key
relay procedure.
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Considering 3 as the master peer in the previous example with the collision avoidance
implemented, K, will be selected for use in Ry, and when peer 4 which asks for K to 3; this
latest will select K; for the R; request.

1.8 KEY RELAYING

To distribute keys between peers in QKDNs, multiple relay methods and algorithms can be
deployed [9]. Relay messages are sent between nodes in order to relay keys between distant
peers. The initiator of the relay procedure could be a network controller or a peer who is
required to communicate with a node securely and does not have sufficient keys stored for
this communication. The relay procedure can also be triggered on demand or in a proactive
manner to avoid key depletion in the QKDN:

e A centralized control node with a global view of the QKDN and acts as an orchestrator
can initiate the relay requests towards other nodes and act as the sole initiator of key
relay. This is consistent with the SDN controller integrated into the QKDN controller
having this role. The controller can probe at regular intervals all nodes in the network and
get a near realtime status of key pools, and optimize the paths for key relaying.

e Any node in the network can also initiate key relaying if he has prior knowledge of the
QKDN topology. On top of the QKD connectivity, routing protocols such as OSPF can be
deployed to populate the network topology across all nodes securely. Indeed, it will be up
to the node to compute optimal paths in a distributed manner to relay keys and select
one or multiple paths for the relay procedure. Each node of the network that will initiate a
relay procedure will have first to probe the relay path to verify that sufficient keys are
available on each link of the path.

Relaying keys within a large-scale network is everything but an easy task. Numerous
algorithms for key relaying can be deployed within a single QKDN. Moreover, relaying keys
in both centralized and distributed architecture is a complex asynchronous process to handle
while ensuring security, reliability, and performance. Key data and metadata must also be
carried within the request, and additional calculations must be performed in the forwarding
plane, which adds a layer of complexity and is time-consuming.

- Co-funded by .
the European Union Page 20 of 43 © 2023-2026 LUX4QCI Consortium



, jgm%c.
LUX4QCI | D3.3 - SDN/NFV-based network-level and system level simulator | Public v

UNPACK PARSE

_ _ _Message Relay message
received Message decoded Message decrypted

f Request Table \
Insctruction Tabl k entri
Request Identifier ID-0 -t ns r ion Table (max k entries)
Request Identifier ID-1 2 Gl SR 2
T - Primitives-1 F

Primitives-2

ID-k Primitives-k Data-k

Request Identifier ID-n
\ J \
1
1
PACK 1
1
1
1

<€ -Ready to send = = [UEEEERERERIGLER] B Message encrypted

Figure 7 - SEQURE Forwarding Plane

To meet these needs, SEQURE embraces the network programmability paradigm and
defines its own forwarding plane architecture to optimize and accelerate the key-relay
procedure. Relay messages are processed similarly to what is done in an SDN switch while
also integrating all the constraints associated with QKDNs. Figure 7 shows the relay
procedure workflow and the associated switch architecture.

Each key relay message is associated to a unique key relay request identifier and multiple
messages can be associated to a single request identifier. The goal of the relay procedure is
to forward the request from the source peer toward the destination peer while executing
procedures on each node in the path to distribute the final key. Once a node receives a relay
message, it decodes and reads it and checks if the message can be associated with an
existing request in memory. If the request does not exist, it creates the request and
associates it with an instruction table and a stack structure. The table and the stack are
unique as well and associated to the request. Instruction tables have a fixed number of
entries and contain an ordered set of instructions that are executed sequentially when the
number of entries is reached. An instruction is identified by a number (which represents its
order in the table), a list of primitives, and a data set.

The different types of data conveyed by the request are of different orders:
e The request identifier r;.
e The identifier of the source node of the request, i.e., the initiator n.

e The list of identifiers of the previous nodes that processed the request n,,.
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e The list of identifiers of the remaining nodes to be visited upon reaching the destination
node to forward the request n,,.

e The key K, resulting from the processing in previous nodes.
e The key identifier k; of the last key used in the previous processing.

A primitive represents a primary function to be executed on the node when it is read. For
instance, the XOR function is a primitive that reads two values from the stack, executes an
exclusive or between these values, and adds the result to the stack. Primitives are chained to
program nodes and map their behaviour to a specific relay method. The different chaining
possibilities give the flexibility to implement various relay methods; thus, the chaining and
primitive invoked should be defined by the request initiator. The following primitives are
defined:

e RANDOMKEY: Generate a random QKD key K, and push it to the stack.

e GETKEY: Read the next node identifier and retrieve a key from the associated key pool.
If the node is a slave peer, the collision avoidance procedure is triggered.

e SETKEY: Pop the latest key of the stack and set the key value in data K.

e XORM: Pop two keys K; and K;, from the stack, execute an exclusive or between K, and
K, resulting in K, and copy the KID and metadata of K}, into K.

e READKEY: Read the key value K, stored in data and push it to the stack.

e GETKID: Read the KID value k; stored in data, retrieve the associated key K; and push it
to the stack.

e SETKID: Pop the latest key of the stack, read its KID and set the k; value in data.
e STRIP: Remove all primitives from the instructions until the STRIP primitive is included.

e SEND: Form the request message associated with the current request identifier and
composed of instructions and data, read the next node identifier, set the previous node
identifier, pack the request, and send it.

e ACK: Send an acknowledgment to the source node.

Instructions are complete and ready to be executed only if primitives and associated data are
present within the table. Given that the key relay process is asynchronous, where data are
produced as the key to be relayed progresses along the relay path, primitives can be sent in
advance to program the tables and await the data to execute instructions. Primitives and
data are then independent of each other and can be sent in different messages. Whenever a
request message is received, and a request already exists, the newly received instructions
and data values supersede the existing ones.

The flexibility offered by this architecture allows the implementation of all current stateofthe-
art relay methods as well as newly proposed ones. It enables key relaying within QKDNs.
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1.9 LIMITATIONS OF SEQURE

While SEQURE solves the key relay problem in QKDN architecture, it also comes with its
own limitations:

e It is not a security protocol by itself. The messages exchanged by SEQURE rely on
existing encryption and signing protocols, which have vulnerabilites and might not
ensure ITS when exchanging messages. Only XOR could be used to secure the
exchange and signing of messages to distribute QKD keys with an ITS security level.
This requires as many encryption bits as the length of the exchanged message, which is
not achievable in practice for all messages.

e [t doesn’t solve the inner problem of QKDN architecture: the protocol is integrated within
the current architectures and, therefore, is vulnerable to all attacks that could target the
network (DoS, MITM) and prevent the protocol from relaying keys.

e It relies on the QKD protocol at the quantum layer to secure its message exchanges.

e Communication between the QKD device and the functional components implementing

SEQURE should be physically secured. Secure interfaces such as the ETSI 014 QKD
could extract keys from the QKD device securely.
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APPENDIX A - QKD-CHAP - MESSAGE SPECIFICATION AND

FORMAT

This appendix contains the message specifications and JSON format of the QKDCHAP
protocol.

QKD-CHAP HANDSHARE REQUEST

Message Specification

Table 2 - QKD-CHAP Handshake Request

Name Type Status Description
CODE Integer Mandatory Code identifying the message type: HANDSHAKE_RE
QUEST=0x00
CHAL Byte Mandatory The random challenge to be sent to destination peer
LENGE (32)
ENC KID_0 Byte Mandatory The encrypted identifier of the encryption key
(32)
KID_1 Byte Mandatory The identifier of the signing key
(32)

JSON Format
An example is given below with following data:
e Random challenge ¢c=1916645207dc5a16b589abca5043b1f4

e KID(KO) =
883617db658b5885a3d6593ab2128e3eandK0=4aaed50d3da8575988a11d9155h18f14

e KID(K1) =
7f1d5749eb6a5c0b892ee6d601b7ac4aandK1=01ed96a24c005a2fal193c3cae5939a52

e enc(KID(KO), K1) = 4aaed50d3da8575988a11d9155b18f14 D
01ed96a24c005a2fal193c3cae5939a52

e enc(KID(KO), K1) = 89db8179298b02aa02459af05781146¢

‘code™: 00,
"challenge”: "1916645207dc5a16b589abca5043b1f4", "enc_kid_e": "89db8179298b02aa02459af05781146¢c",
"kid_s": "7f1d5749eb6a5c0b892ee6d601b7ac4a",
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QKD-CHAP HANDSHARE RESPONSE
Message Specification
Table 3 - QKD-CHAP Handshake Response
Name Type Status Description
CODE Integer Mandatory Code identifying the message type: HANDSHAKE_RE
SPONSE=0x01
CHAL Byte Mandatory The hashed value of the challenge
LENGE (32)

JSON Format

An example is given below with received data from HandshakeRequest in Section A.1.2:

Retrieved K;=01ed96a24c005a2fa193c3cae5939a52

KID(K,;)=01ed96a24c005a2fal193c3cae5939a52 @
89db8179298bh02aa02459af05781146¢

Deciphered KID(K,)=883617db658b5885a3d6593ab2128e3e
Retrieved Ky=4aaed50d3da8575988a11d9155h18f14

Computed challenge
HMAC,(c)=2c75c13670ee8081c5b900fdb4870aec30ac6099bb2c2bbe888b30257ce01h29

'code™: 01,
'challenge”: "2c75c13670ee8081c5b900fdb4870aec30ac6099bb2c2bbe888b30257ce01b29",
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QKD-CHAP KEY NEGOTIATION REQUEST

Message Specification

Table 4 - QKD-CHAP Key Negotiation Request

Name Type Status Description
CODE Integer Mandatory Code identifying the message type: KEY_NEGOTIA
TION_REQUEST=0x03

RENEW Boolean Mandatory True if renewing key, otherwise False

ENCRYP Integer Mandatory Encryption Protocol to be used for further exchanges,

TION_PRO default AES256 = 0x01

TOCOL

SIGNING_PRO Integer Mandatory Signing Protocol to be used for further exchanges, de

TOCOL fault HMAC256 = 0x01

ENC_KID_E Byte Mandatory The encrypted identifier of the encryption key
(32)

ENC_KID_S Byte Mandatory The encrypted identifier of the signing key
(32)

KID_O Byte Mandatory The identifier of the key used for OTP with KID(K})
(32)

KID_1 Byte Mandatory The identifier of the key used for OTP with KID(K;)
(32)

JSON Format

An example is given below with following data:

o K,
o KIDg=ba6bf1d204e542a9e711fec94916ceb298828c5edf76913598d9300728da3295
o Kg=66890fedb49ed7874e21d092b850e9f426b7d7d341d1lefe675bf28760a98af6a
o K,
o KIDg=0aa5da31eb205c7d079acf16e13639242ec15a8ff7c3belaeda9ac6beb510566
o Ks=59bd2b0f35a67f060f38c2fa77eeaal001c2dd6b4c335e11a7e10709d598eb82a
* K,

o KIDy=33c52d44ccd937937bcb59bf894280cec3242a312043a41eb89bdd35a9611a35

o Ky=b0b8498aB8196666bcledbach6461ce7e4e6460fba23fcc8e4c764f1c5415bd0c
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° K1
o KID;=726adebfb3f6e7be6d97d77c2c06b73c40041898de46a00f3bdfc3a5allef07a
o K;=8b5525132a47118c51ae4b75ce3aB84a07e3980b16dae863f7aff208e02a2e886

o ENCKIDz=KIDy @
K,=ad3b858857324¢226fc94022d7700ccd6e6eca57d495dbbd4af7f1b7ccf8f99

e ENCKIDs=KIDs @
K,=81f0ff22c1674df1563484632f0cbd8450f8da3e9a6d382597568ce5e9f3edel

{ B
"code": 03,

"renew": false, "encryption_protocol": 01,

"signing_protocol": 01,

"enc_kid_e": "ad3b858857324c226fc94022d7700ccd6ebeca57d495dbbd4af7f1b7ccf8f99", “enc_kid_s"
'81f0ff22c1674df1563484632f0cbd8450f8da3e9a6d382597568ce5e9f3edel", "kid_0"
'33c52d44ccd937937bcb59bf894280cec3242a312043a41eb89bdd35a9611a35", "kid_1"
I'726adebfb3f6e7be6d97d77c2c06b73c40041898de46a00f3bdfc3a5al1ef07a",

*
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QKD-CHAP KEY NEGOTIATION RESPONSE

Message Specification

Table 5 - QKD-CHAP Key Negotiation Response

Name Type Status Description

CODE Integer Mandatory Code identifying the message type: KEY_NEGOTIA
TION_RESPONSE=0x04

SUCCESS Boolean Mandatory True if negotiation success, else False

JSON Format

"code": 04,
"success": true,

N
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APPENDIX B — SEQURE QKD KEY RELAY PROTOCOL - MESSAGE

SPECIFICATION AND FORMAT

This appendix contains the message specifications and JSON format of the SEQURE
protocol.

MESSAGE STRUCTURE

Message Fields

Table 6 - SEQURE Message Fields

Name Type Status Description

HEADER Header Mandatory Header values packed into a JSON format, it will determine
the payload type

PAYLOAD Pay Mandatory Payload values packed into a JSON format
load
{
"header": HEADER,

"payload": PAYLOAD
}

JSON Format

Base64 Encoding

The JSON message is encoded in Base64 before being sent to the destination.
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MESSAGE SIGNATURE
Message Fields
Table 7 - SEQURE Message Signature Fields

Name Type Status Description

SIGNA Byte Mandatory Computed signature of the message associated to the sig

TURE (32) nature

ENCRYP En Mandatory Details on the encryption protocol used for the message en

TION cryp cryption

tion

JSON Format
Example with signature value

51a565802dd25d942¢c5269¢5093318¢3e€90915d067535221b99199cce2bcd11b encoded in
hexadecimal and AESGCM256 encryption protocol with nonce value
n= a8fa942b45ea5f810f1d3ad2863c5d582ac7e384fab19b92a1d62d816448b3e2

{
"signature": "51a565802dd25d942c5269c5093318¢c3e90915d067535221b99199cce2bcd11b”, "encryption":

{
"nonce": "a8fa942b45ea5f810f1d3ad2863c5d582ac7e384fab19b92a1d62d816448b3e2",

}
}

Base64 Encoding

The JSON signature is encoded in Base64 before being sent to the destination.
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ENCRYPTION AND SIGNING

A full example of encryption, signing and formatting of messages is given below considering
the following data:

e SEQURE Message to transmit
{

1

2 "header": {

3 "node-id": -1,

4 "msg-type": -1,

5 )

6 "payload™: {

7 "code": -1,

8 "req-id": "dummy-id",

9 "value": "dummy-value",

10 }

Encryption Ky key

o KID; = f ae4009%d1360ef  025711fe0beb49d037b104195c9¢11a9858 f
9c6decd95bcf 7
o K = a8fa942b45eas f 810f 1d3ad2863c5d582ac7e384 f

ab19b92a1d62d816448b3e2

e Signature K_S key

o KID_S =6ee0212fca5b8041798e8f 40e747715d5d68af63e4740f9e06db71a4a9059827
o K =716470f9f f5e4b6a5598b885a72bad630c8ec93433cb598d688d114378496558

e Encryption protocol AES in Galois/Counter Mode (GCM) mode and nonce value
n =51a565802dd25d942c5269¢5093318¢3e90915d067535221b99199cce2bcd11b

e Signature algorithm HMACSHA256

Initialization code in python is given below for the message and encryption keys.
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Message and key initialization

from Crypto.Hash import HMAC, SHA256
from Crypto.Cipher import AES

from typing import Dict

from etsi_qgkd_014 import KeyV1

import json import base64

sequre_message = { "header": {
'node-id": -1

'msg-type":

},
'payload": {

code": -1,

reg-id": "dummy-id",
value": "dummy-value",

}
}

Ks = KeyV1(key="716470f9ff5e4b6a5598b885a72bad630c8ec93433cb598d688d114378496558",
key_id="6ee0212fcab5b8041798e8f40e747715d5d68af63e4740f9e06db71a4a9059827

—

Ke = KeyV1(key="a8fa942b45ea5f810f1d3ad2863c5d582ac7e384fab19b92a1d62d816448b3e2",
key_id="fae4009ed1360ef025711feObeb49d037b104195c9e11a9858f9c6decd95bcf7

"
—

nonce = b'51a565802dd25d942c5269¢5093318c¢3e90915d067535221b99199cce2bcd11b’

L J

Follows the functions to form the encrypted and signed message.

def encode_packet(pkt) -> bytes: packet_json
= json.dumps(pkt) return
packet_json.encode("utf8")

def encrypt_packet_aes256(encoded_pkt: bytes, key: bytes, nonce: bytes) -> bytes: cipher =
AES.new(key, AES.MODE_GCM, nonce=nonce)

encrypted_packet = cipher.encrypt(encoded_pkt)

return base64.b64encode(encrypted_packet)

def sign_packet(encrypted_pkt, secret: bytes) -> bytes: h =
HMAC.new(secret, digestmod=SHA256) h.update(encrypted_pkt)
return h.digest()

(continues on next page)
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(continued from previous page)

1 | def format_message(pkt, aes_key, nonce, hmac_secret) -> tuple[bytes, bytes]: encoded_packet
1 | = encode_packet(pkt)

» |cipherd_packet = encrypt_packet _aes256(encoded_packet, aes_key, nonce) signature =
» | sign_packet(cipherd_packet, hmac_secret)

» |return cipherd_packet, signature

» | def pack(ciphered_packet: bytes, signature: bytes, nonce: bytes) -> bytes: security = {

% |"encryption": {

» | "nonce": nonce.hex(),

28 }!

"signature": signature.hex()
}

” security_encoded = base64.b64encode( json.dumps(security).encode('utf8')).decode("utf8")

return (ciphered_packet.decode('utf8') +"." + security_encoded).encode("utf8")

message, signature = format_message(sequre_message, bytes.fromhex( Ke.key), nonce,
bytes.fromhex(Ks.key))

L J

The encryption and signature results are then concatenate and sent to the destination.

Encrypted and Signed Message

# Encrypted Message
' I'6h766RKG3yub4zsYNoSabykFLBCOBIuJ1g+JcdBhxkWKfTJEZi5sdoW7NhbBh1Askyk9Y/
?  |_IKDP43TatRa9QtluWU7EQ39tdtCMgxUpoR5V6ZrwA2tZ7aAQGLV55xc0zRcYjqPXr1yl2FUBuZyqGx2HWZ

J
—

"'eyJIbmNyeXB0aW9uljogeyJub25jZSI6ICIzZNTMxNjEzZNTM2MzUzODMwMzI2NDYOMzIzNTYO0MzkzNDMyN-
3 jMzNTMyMzYzOTYzMzUzMDM5MzMzMzMxMzg2MzMzNjUzOTMwMzkzMTM1NjQzMDM2MzczNT-
4+ MzMzUzMjMyMzE2MjM5MzkzMTMS5Mzk2MzY zNjUzMjYyNjM2NDMxMzE2MiJ9L CAic2InbmF0OdXJlljogIm-

ODMifQ=="
# Concatenation
®  roncatenation = message +"." + signature packed = pack(message, signature, nonce)

22 Signature

MyYjcOOWM1OWYONTdIOTE2YZIhMDg4OGEXYjk4NzdmNTNmMM2JhZDM2YZE1ZGNmOTI1M2[zZMGI5SMDkyOTcy-

After receiving the message, the destination decode, verify the signature and decrypt the
message if the signature is valid. Reference code is given below:

- Cl.'o-funded by
the European Union Page 33 of 43 © 2023-2026 LUX4QCI Consortium



1 Ux4QCl
Y/

LUX4QCI | D3.3 - SDN/NFV-based network-level and system level simulator | Public

Decrypt and Verify Message

def decode_message(encoded_pkt):

header_decoded, payload _decoded = encoded_ pkt.split(".") header_decoded =
json.loads(base64.b64decode(header_decoded)) return header_decoded,
payload_decoded

N o o A W N =

def verify_decrypt_unpack(packed_packet: bytes, aes_key: bytes, hmac_secret: .

~bytes) -> Dict:

encrypted_packet, security = packed_packet.decode('utf8').split(.'")  encrypted_packet =
encrypted_packet.encode('utf8')

security = json.loads(base64.b64decode(security).decode("utf8")) h = HMAC.new(hmac_secret,
digestmod=SHA256) h.update(encrypted_packet) h.verify(bytes.fromhex(security['signature"]))

nonce = bytes.fromhex(security["encryption"]['nonce"])  cipher = AES.new(aes_key,
AES.MODE_GCM, nonce)

5 |decrypted_bytes = cipher.decrypt(base64.b64decode(encrypted_packet)) packet
1 json.loads(decrypted_bytes.decode("utf8"))
7 return packet

19 unpacked = verify_decrypt_unpack(
2 message, bytes.fromhex(Ke.key), bytes.fromhex(Ks.key))

21
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HEADER STRUCTURE

Header Fields

Table 8 - SEQURE Header Fields

Name Type Status Description

NODEID Integer Mandatory Unique number indentifying the peer in the network

MSGTYPE Integer Mandatory The message type specifying the payload to expect, value
can be QKDCHAP=0x00, PROBE=0x01 or RELAY=0x02

value

The payload can transport QKDCHAP, PROBE and RELAY messages.

JSON Format

Example with NODEID = 0 and payload QKDCHAP.

"node-id": 00,
"msg-type": 00,

N N
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PROBE REQUEST

Probe Request Fields

NG,
10 x4QCl

k)

Table 9 - SEQURE Probe Request Fields

Name Type Status Description

CODE Integer Mandatory Code identifying the message type: PROBE_RE
QUEST=0x01

REQID Integer  Mandatory The unique identifier of the request within the network

SOURCE Integer Mandatory The source node identifier

NODESID List[In Mandatory The nodes identifier of the path

teger]

LOCK Boolean Mandatory True if the nodes need to extract keys from the pool and
store it for future use, otherwise False

N_KEY Integer  Mandatory The number of keys to extract

JSON Format

Example with path po=1,2,3,4,5

{

"code": 01,

"req-id": 00,
"source": 27,
"nodes-id™: [1,2,3,4,5],
"lock™: false,

"n-key": 2,

}

©® N o o~ W N =
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PROBE REQUEST RESPONSE
Probe Request Response Fields
Table 10 - SEQURE Probe Request Response Fields
Name Type Status Description
CODE Integer Mandatory Code identifying the message type: PROBE_RE
QUEST=0x02

REQID Integer Mandatory The unique identifier of the request within the network

SOURCE Integer Mandatory The source node identifier

NODEID Integer Mandatory The node identifier which answer

RESERVED Boolean Mandatory True if the number of keys are available and are locked (op
tional), otherwise False

JSON Format

Example with key pools 1,2,3,4,5

"code": 02,
"source": 27,
"nodes-id": [1,2,3,4,5],

[ O
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PROBE STATUS RESPONSE

Probe Status Response Fields

AN
= QCl

Table 11 - SEQURE Probe Status Response Fields

Name Type Status Description
CODE Integer Mandatory Code identifying the message type: PROBE_STA
TUS=0x04
SOURCE Integer Mandatory The source node identifier
KEYPOOLS List[In Mandatory The key pool’s stored key number
teger]

JSON Format

Example with key pools 1,2,3,4,5

'c19de": 02,
's?urce": 27,
'k?y-pools": [178,202,88,84,28],

)
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RELAY DATA MESSAGE

Relay Data Fields

A6
7~ Lux4QCl

Y/

Table 12 - SEQURE Relay Data Message Fields

Name Type Status Description
SOURCEN Integer Mandatory The identifier of the source node
NEXTNODE List[Inf] Mandatory The list of identifiers of the remaining nodes to be visited
upon reaching the destination node to forward the request
PREVIOUS List[Inf] Mandatory The list of identifiers of the previous nodes that processed
the request
K Byte Mandatory The key K resulting of the processing
(32)
KID_P Byte Mandatory The key identifier k; of the last key used in the previous pro
(32) cessing

JSON Format

Example with path 1,2, 3,4, 5 and processing on node 3 with source node 0.

{

"source-node": 0,
"next-nodes": [3, 4, 5],
"previous-nodes": [1, 2],

N o o A w N -

L

"k"™: "ca019a19031b1807cf325e69c9156bcd527ch2ff398949b35b02a83dfa2ad7e3",
'kid-p": "60f4dacb6c0b0bffe2366e5709e6ec9c9d6f0c57903c25fa4d41b3bb6454dae0”,
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RELAY REQUEST MESSAGE
Relay Request Fields
Table 13 - Relay Request Fields
Name Type Status Description
CODE Integer Mandatory Code identifying the message type: RELAY_RE
QUEST=0x05

REQID Integer  Mandatory The request identifier

MESSAGEID Integer Mandatory The message identifier

DATA Relay Mandatory The data of the request

Data
INSTRUC List[Str] Mandatory The list of instructions
TIONS

JSON Format

Example with path 1,2, 3,4, 5 and processing on node 3 with source node 0.

 f
, [‘code": 5,
, | request-identifier”: O,
. "message-id": O,
, | data™ {
. "source-node": 0,
"next-nodes": [3, 4, 5],
” M"previous-nodes": [1, 2],
8 "k™: "ca019a19031b1807cf325e69c9156bcd527cb2ff398949b35b02a83dfa2ad7e3",
® P'kid-p": "60f4dacb6cOb0bffe2366e5709e6ec9c9d6f0c57903c25fadd4 1b3bb6454dae0”,
10
i3
" Minstructions": ['"RANDOMKEY", "GETKEY", "SETKID", "XORM", "SETKEY", "STRIP",
2 | "SEND"],
It
13
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RELAY ACKNOWLEDGMENT MESSAGE

Relay Acknowledgment Fields

Table 14 - Acknowledgment Fields

Name Type Status Description
CODE Integer Mandatory Code identifying the message type: ACK=0x06
REQID Integer Mandatory The request identifier

SOURCEN Integer Mandatory The identifier of the source node

JSON Format

Example with source node 0.

"code": 6,
"request-identifier": 0,
"source-node": 0
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